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Abstract

Data security is one of the principle concerns today. Digital signature assumes an important role in guaranteeing authentication,
non-integrity, and non-repudiation on a message. Digital signature can be computed using Rives, Shamir, and Adleman (RSA), and
elliptic curve cryptography. It can be a simple signature in which hash of the message is encrypted with the private key of the sender.
This private key and corresponding public keys are generated by Certificate Authority (CA), and public key is binded in the digital
certificate. Another approach is Identity Based (ID) signature in which private keys are generated by Private Key Generator (PKG)
and public key is derived from the user's identity. This is also known as certificate less communication. In ID based signature, there
is no need to transmit public key over unsecure channel. Public keys are efficiently derived from the receiver's identity information
such as name, email address, network address, IP address, and now Aadhar number. Unauthorized users can forge email
addresses. Today, Aadhar number is used as a unique identity proof that can be used as ID to derive public key of the user. But ID
based cryptography has an inherent key escrow because of its dependence on PKG that uses a single master secret key to generate
auser's private key. Key escrow enables the PKG to decrypt all the messages of its domain. In this paper we have proposed asecure
and efficient multiple signatures scheme based on Shamir's and Lein Harn's identity based signature that is secure against forgery
and public key replacement attack and done acomparison between Public Key Infrastructure (PKI) and ID based cryptography.
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l. INTRODUCTION CAsare basic source of trust.

PKI is one of the building blocks of digital life. E-
communication without security has little value in the
competitive arena of business management and
operations. A PKI is an infrastructure to support and
manage public key based digital certificates where key
can be generated either by CA or by client. If key pair is
generated by client, he sends a copy of the public key of
the CA for certification. The core components of PK1 are:

Public Key Infrastructure (PKI) is the primary means
of deploying asymmetric key cryptography. It consists of
encryption techniques, software and services for
authentication implementation to protect the security of
business transactions and communication over internet
[16]. Certificates signed by CA offer authentication via
digital certificates. Thus concept of PKI integrates public
key cryptography, certification authority (CA), and
digital certificates into network security architecture. It
provides assurance of secure exchange of sensitive
information over unsecure channels. The PKI is a
technology which enables its clients to maintain a level
oftrust by providing security services [15].

Data and money can be sent securely by using PKI. It
provides a digital certificate that is stored in public key ‘:‘ SAFESCRYP,T(SATYAM)
directory or Lightweight Directory Access Protocol ‘f nCQDE Solutlons.

(LDAP). A PKI is also called a frust hierarchy [17]. ™ National Informatics Centre (NIC)

A. Different CAs

“ MTNLCA

+¢ Tata Consultancy Services (TCS)
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Fig. 1. Core components of PKI

Management
End entity
Operational Management

transaction

Certificate
Registration
Publication

A

PKI management

Initial registration
Initial
certification

Key pair updates

Management
transaction

\

Certificate Certification

Authority

Publication

Certification/CRL Repository

Management

tion
| Archives I

+ Central Excise & Customs
% e-Mudhra

Every CA has a certificate to prove its identity. It is
issued by a trusted CA. Ifitis Root CA,it has a self-
signed certificate. Example of CAs are: VeriSign,
GoDaddy, Entrust, and Thawte. CA is responsible for :
% Issuing certificates
+“* Revoking certificates
+¢ Formulating a certificate policy
+ Implementing the Certificate Practice Statement

Fig. 2. Format of PKI Certificate
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B. Identity based Signature

In 1984, Shamir proposed the idea of identity based
cryptosystem based on inter factorization problem to
simplify key management procedures of PKI [14]. Itis a
public key system where public key can be represented
by an arbitrary string such as name, contact number,
email address, network or IP address. Instead of
generating random private/public key, Shamir proposed
mathematically generated recipient public key from
receiver's identity information. Private Key Generator
(PKG) has master public and private keys. Any user can
generate a public key with reference to the identity ID by
combing the identity attribute with master public key. He
uses his master private key to generate the private key for
the user with identity ID [1][6][20].

The main motivation to propose this approach was to
eliminate the need of certificate and issues related to
them such as validity of certificate, key/certificate
revocation, trust on Certificate Authority (CA), and
maintenance of public key directory. As the publickey is
derived from publically available information, there is
no need for public key directory and certificate
management.

In 2008 Harn [9] proposed efficient multiple
signature based on discrete logarithm problem. In this
scheme, the length and verification time of the signature
are fixed [9]. To overcome this problem, all the signers
must share the same modulus that was impossible in
traditional public key system.

C. How ID based cryptosystem works

RSA based signature consists of three phases: Key
Generation, Encryption, and Decryption.

Multiple signatures are digital signatures where a
group of signers signs a message in such a way that the
signature is valid if and only if it is determined by the
signature of all and every single member of the group
[13].

Suppose Alice wishes to send a message M to Bob [5].
The steps are:

1. PKG selects a random number to generate a master
private key and master public denoted sk, and pk,...

2. First Alice authenticates herself to PKG and receives
private key sk,,,,..to generate a signature ¢ for message
M and transmits M]|c to Bob.

3. PKG computes Bob's public key Q,,=H(ID,,,) [7] and
the corresponding private key SK,,., = s, O,,. Bob checks
whether ¢ is a genuine signature or not using Alice's
identity /D, and PKG's public keypk,,,. Signature is

lice



accepted if it is verified otherwise Bob rejects the
message.

In this paper we have proposed a secure and efficient
multiple signatures scheme based on Shamir's and Lein
Harn's identity based signature that is secure against
forgery and public key replacement attack.

Il. IMPLEMENTATION OF ID BASED
CRYPTOGRAPHY

ID based signatures are prone to key escrow problem
[12][18]. PKG generates private key and is responsible
for message communication. If PKG intentionally or
maliciously uses private key of a person who does not
belong to it, it leads to key escrow [11]. We provide a
solution to remove the key escrow problem. We have
proposed and implemented ID based cryptography in
Java. Identity based signature uses the following
algorithms:-

% Gen(1,k): On input security parameter k, this
algorithm outputs the public parameter param and msk
for the PKG.

s ExtractUser(ID): This algorithm interacts with user
and PKG. Upon successful execution of protocol, user
obtains secret key with respect to identity ID.

s getStatus(ID): allows the public to determine
whether PKG has generated signature on behalf of an
honest user; returns 1 if Aadhar number and email id
match else returns 0.

s Sign(mlIDg, ID,, t) : Outputs a signature on message
with respect to identity ID.

s Verify(m, ID ID,, t): Verifies signature on message
with respect to identity ID.

Any verifier can detect the malicious behaviour of the
PKG by verifying ID and signature generated by a user
and another signature generated by the PKG.

A. Design and Implementation

The signer is registered with PKG. PKG generates a
secret key derived from the signer's identity. The
generated secret key is used to sign the messages. The
user's ID (only Aadhar number and email address) will be
verified by the Unique Identification Authority of India
(UIDAI). It ensures security and confidentiality of
information by encrypting to prevent leakage in transit.

B. Signature Generation

If Aadhar identity is verified, PKG computes H(id).
With private key d and corresponding public key e, secret

key g =id’ modniscomputed.

«» If UIDAI verifies the Aadhar and email address,
PKG computes H(id).

% Secretkey g = idjd mod n is computed using private
key d and corresponding public key e.

C. Public key generation

public voidset _key(String id){
RSArsa=new RSA(id);
KEY =rsa.get public_key();
n=rsa.getn();
public Biglnteger get public key(String id){// Public
Key generator
Biglnteger pk = BigInteger.valueOf (-1),sk
= BigintegervalueOf(-1);
booleanflag = true;
ry{
Scanner p = new Scanner(file);
String ID;
while(p.hasNext()){
ID = p.next();
pk =p.nextBiglnteger(),
sk = p.nextBiglnteger(),
n =p.nextBiglnteger();
if(id.compareTo(ID) == 0){// User is already registered
flag =false;
break;
H
}

//PKG calculates the private key g using the master secret
keyd.
Private key
public Biglnteger get private_key(String id){ // Private
Key generator
BigInteger x = Biglnteger.valueOf(-1);
boolean flag = true;
ry{
Scanner p = new Scanner(file),
String ID;
while(p.hasNext()){
ID = p.next();
x = p.nextBiglnteger();
x =p.nextBiglnteger();
n = p.nextBiglnteger();
if(id.compareTo(ID)==0){
/! User is already registered
flag = false;
break;

}
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}

% Each signer with identity /D, randomly selects a
large integer number 7,and computes #,=7" modn.

% Broadcast?, to othersigners.

¢ Then each signer computes

t= H/j: \t, modn
h=(m, 1, idy e L)
=g/

%+ Broadcast this s, to remaining signers.

% After receiving of s, where j = 1, 2,...n the multiple
signature can be computed as follows:

s=IT", s, modn

% Themultiple signature is 6=(z, s)

Where L=ID, ,j=1,2,.n

D. Signature Verification

The receiver with ID i can verify the signature, signed
by signers with identities L=1D,, Id.,.. ID,.
To verify multiple signatures ¢ whose /D is ID,, Id...
ID,.

n

se=(jija-J)-

H(m,t,idR,ePKG,L)
g modn

lll. RESULTS

Fig. 3. Aadhar based signature generation

Fig. 4. Aadhar based signature generation

A. Verification

Figures 3, 4, and 5 show the output for ID based
cryptography.

B. Database for ID verification

public String getStatus(String ID,String A,String
ID1,String A1)

{

inti=0;

try

{

Class.forName("com.mysql.jdbc.Driver"),

{/STEP 3: Open a connection
System.out.printin("Connecting to database......... ");
con = DriverManager.getConnection("jdbc:
mysql://localhost/uidai","root","root1234");
prestat = con.prepareStatement ("select * from uidai
where aadhar no="?andemail =?"),
prestat.setString (1,4);
prestat.setString (2, 1D);
result= prestat.executeQuery ();
result.next();
if (result.getRow () > 0)

{

i++;

H

prestat = con.prepareStatement ("select * from uidai
where aadhar_no=1? and email="1"),

prestat.setString (1,41);

prestat.setString (2,1D1);,

result=prestat.executeQuery ();

result.next();

if (result.getRow () > 0)
{
i++;
}
}
catch (Exception evt)
{
System.out.println ("error "+evt);
¥
if(i==2)
return "Accepted";
else

return " Denied";
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IV. PUBLIC KEY REPLACEMENT AND
FORGERY ATTACK

+¢+ The proposed scheme avoids public key replacement
and forgery.

s Public key of PKG can be replaced by attacker to
make man in middle attack. But we are including both
user id of the receiver and public key of the PKG so that
both can be verified and it will avoid public key

replacement attack.

Fig. 5. Database of identities

V. PKI vs.ID BASED APPROACH

Table I describes the key differences between 1D
based cryptography and PKI.

VI. CONCLUSION

ID based cryptosystem is mostly advantageous over
traditional Public Key Infrastructure (PKI). ID based
cryptosystem is used for key issuing to avoid problems of
managing certificates in PKI. ID based signatures are
more efficient as compared to PKI. PKI certificate is
issued by CAs, whereas private key in ID based signature
is generated by Private Key Generator (PKG). In PKI
any user who wants to use a public key of receiver must
verify its validity i.e. whether the certificate is valid or
revoked. When many CAs are involved e.g. hierarchical
PKI between two users [4], there must be trust
relationship between them. It also suffers from key
revocation and key management issues [2]. Key
revocation requires storage and capacity is a big issue in
PKI. Key management problem can be solved by ID
based cryptography. But the disadvantage of this scheme

is that signatures are more than twice as compared to the
regular digital signature [10].

TABLE I.

KEY DIFFERENCES BETWEEN A CERTIFICATE BASED
PKI AND AN ID BASED APPROACH

Basis PKI ID based approach
Private key generation Either CA or Client itself PKG

Public key generation Either CA or Client itself PKG

Key distribution

Certification Yes No

Public key extraction Yes No

Key escrow problem No Yes

No key database
is required

Must maintain
key database

Key recovery

Scalability Operational complexity Yes

No server certificate
requirement

Server certificate Yes

No key
revocation
protocols required

Online Certificate Status
Protocol (OCSP),Certificate
Revocation List (CRL)

Expensive to deploy and run No

Key Revocation

Expensive

Although ID based cryptography has advantage of
public key management, it suffers from key escrow and
identity revocation problems [3]. In this paper we have
proposed Aadhar based ID based encryption scheme that
does not suffer from inherent key escrow. Our proposed
scheme eliminates key escrow by using online security
server e.g. UIDAI server that provides privacy service to
each user who receives key from PKG and
simultaneously also supports fine grained revocation of
identity.
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